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Introduction
This document describes integration of an identity provider with Active Directory Federation
Services.

The Microsoft terminology for a SAML identity provider is a claims provider.

Enabling IdP-Initiated SSO

Ensure IdP-initiated SSO is enabled in ADFS using the PowerShell cmdlets Get-AdfsProperties
and Set-AdfsProperties.

Get-AdfsProperties | Select EnableldplnitiatedSignonpage

Set-AdfsProperties —EnableldplnitiatedSignonPage $True

Ensure relay state is enabled for IdP-initiated SSO in ADFS using the PowerShell cmdlets Get-
AdfsProperties and Set-AdfsProperties.

Get-AdfsProperties | select RelayStateForldplnitiatedSignOnEnabled

Set-AdfsProperties ~-EnableRelayStateForldplnitiatedSignOn $True

For more information, refer to:

https://blogs.technet.microsoft.com/rmilne/2017/06/20/how-to-enable-idpinitiatedsignon-
page-in-ad-fs-2016/

https://docs.microsoft.com/en-us/powershell/module/adfs/set-adfsproperties

Adding a Claims Provider

Open the ADFS console and add a claims provider trust.


https://blogs.technet.microsoft.com/rmilne/2017/06/20/how-to-enable-idpinitiatedsignon-page-in-ad-fs-2016/
https://blogs.technet.microsoft.com/rmilne/2017/06/20/how-to-enable-idpinitiatedsignon-page-in-ad-fs-2016/
https://docs.microsoft.com/en-us/powershell/module/adfs/set-adfsproperties
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Qi Add Claims Provider Trust Wizard X
Welcome
Steps
Welcome to the Add Claims Provider Trust Wizard

@ Welcome

Dat This wizard will help you add a new claims provider trust to the AD FS configuration database, Claims
@ Select Data Source providers issue claims about a user in a security token for a particular transaction
" 0.A0d Tl The claims provider trust that this wizard creates defines how this Federation Service recognizes the clams
@ Fnish provider and consumes the claims that it issues. You can define acceptance transform nules for ssung clams

10 the relying party after you complete the wizard,

s [Sa ] cance

The claims provider may be configured through SAML metadata or manually.

The included SAML metadata for the ExampleldentityProvider is used.
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QU Add Claims Provider Trust Wizard
Select Data Source

Steps Select an option that this wizard wil use to cbtain data about this claims provides:

@ Welcoms
' (O Import data about the claims provider publshed onlne or on 3 local network
@ Select Data Source S - : : ) i
Use this option to import the necessary data and certificates from a claims provider organization that
@ Readyto Add Trust publishes 25 federation metadata onine or on a local network.

@ Fnish Federation metadata address host name or URL).

BExample: fs fabdkam com or hitps //fs fabeikam com/
® Import data about the claims provider from a fie
Use this option to impart the necessary data and certificates from a claims provider organization that has
provided its federation metadata in a fie.
Federation metadata fie location:

= \Temp \Exampieldertity Provider metadata xmi | | Browse..

(O Enter claims provider trust data manually
Use this option to manually input the necassary data about this claims prowvider organzation.

Provide a name purely for display purpose.
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QU Add Claims Provider Trust Wizard

Specify Display Name
Steps

@ Welcome

@ Selact Datg Source

@ Specfy Display Name

@ Readyto Add Trust

@ Fnsh

Type the display name and any optional notes for this daims provider,
Dispizy name:

| ExampleidentityProvider

Notes.

< Previous

Nexd >

Review the configuration. This can be updated later if required.
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QU Add Claims Provider Trust Wizard X

Ready to Add Trust

e The clarms provider tust has been configured. Review the folowng settings. and then click Next to add the
@ Welcome claims provider trust to the AD FS configuration database

@ Select Data Source Monitorng  identfiers Cetficates Encryption Offered Clams  Organization Endpoints  Note * | *
@ Specfy Display Name Specify the trust moritorng settings for this claims provider trust

@ FReadyto Add Tust Claims provider's federation metadata URL:

@ fnsh I

This claims provider's federation metadata was last checked on:
<never >

This claims provider frust was last updated from federation metadata on:
<never >

<prevos | [THe>7] | Concel

Adding a Claims Rule

Claim rules map the SAML subject name identifier and SAML attributes that are included in the
SAML assertion from the identity provider into claims.

Add rules to pass through incoming claims.
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Acceptance Transform Rules

Edit Claim Rules for ExampleldentityProvider

The following acceptance transform rules specify the incoming claims that will be accepted
from the claims provider and the outaoing claims that will be sent to the relying party trust.

Order Rule Name Issued Claims
T
L 3
Add Rue... | | EdtRue.. | | Bemove Rule..
oK Cancel | | ‘ool

Add a rule based off the transform an incoming claim template.
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QU Add Transform Claim Rule Wizard

Select Rule Template
e Select the tempiste for the claim e that you wart 1o create from the folowng it The description provides
@ Chooss Aide Type details about each claim ne template.
U e S% i e
Transtomn an Incoming Caim v/

Using the Transform an Incoming Claim ruls tempiate you can select an incoming claim, change its clam
type, and optionally change its clam value. For example, you can use this nule template to create a rule
that wil send a role claim with the same claim value of an incoming group clam. You can also use this

fule to send a group clam with a claim value of "Purchasers” when there is an incoming growp claim with
2 value of "Admins”. Multiple claims with the same claim type may be emitted from this nde. Sources of
Incoming claims vary based on the nies being edited.

< frevos Next > Cmoal

Pass through the name identifier.
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Configure Rule

Steps

wAdd Transform Claim Rule Wizard

@ :Choose Hude Type

@ Configure Clam Rule

X
You can configure this ruls to map an incoming clam type to an outgoing claim type. As an aption, you can
also map an incoming claim value 1o an outgoing claim value. Specify the incoming clam type to map 1o the
outgaing claim type and whether the clam value should be mapped to a new claim value.
Claim rule name.
[Pass through Name 1D ]
Rute template: Transfoem an Incoming Oaim
Incoming claim type {Name ID v/
incoming name 10 format: [ Unspecified V|
Outgoing claim type: [Namem vl
Outgoing name ID format. | Uinspecied v]

(®) Pass through al ciaim values
(O Replace an incoming claim value with 2 diferent outgoing clam vakue

i 3m VaLs Browse
O Replace incoming e-mail suffex claims with a new e-mail suffix

ADFS displays a security best practice warning when passing through all claim values.
Selecting specific claims for pass through is recommended.

Add similar rules for the given name and surname.
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Edit Claim Rules for ExampleldentityProvider X

Acceptance Transform Rules

The following acceptance transform rules specify the incoming claims that will be accepted
from the claims provider and the outaoing claims that will be sent to the relying party trust.

Order Rule Name Issued Claims
1 Pass through Name ID Name ID

2 Pass through Given Name Given Name
3 Pass through Sumame Sumame

Add Rule.. { | Edit Rule... \ ‘ Remove Rule... \

ok || Cancel Apply

If working with the ExampleServiceProvider relying party, similar rules should be added to the
relying party to pass these claims through.

Reviewing Claims Provider Configuration
The configuration may be reviewed or modified through the claim provider’s property tabs.

10
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The offered claims are specified through the identity provider’s SAML metadata.

These are for documentation purposes and don’t affect the claims received by ADFS.

11
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ExampleldentityProvider Properties

Monitoring |dentifiers Certificates Encryption
Offered Claims Organization Endpoints Motes Advanced

The claim provider publishes the following claim types as offered claim types
in federation metadata.

Offered Claim Types

OK Cancel Apphy

The organization information from the imported SAML metadata, if any, is displayed.
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ExampleldentityProvider Properties X

Monitoring |dentifiers Certificates Encryption
Offered Claims Organization Endpoints Motes Advanced

The claims provider publishes the following erganization information in
federation metadata.

QK Cancel Apphy

The endpoints are the URLs and SAML bindings used when communicating with the identity
provider.

The SAML single sign-on service receives SAML authn requests as part of SSO.

The SAML logout service receives logout messages as part of SAML logout.
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ExampleldentityProvider Properties X

Monitoring |dentifiers Certificates Encryption
Offered Claims Organization Endpoints Motes Advanced

Specify the endpoints to use for SAML and W5-FederationPassive protocols.

LIRL Index  Binding Default Fe
SAML Single Sign-On Endpeints
https:/Aocalhost:44313/5AM... Redirect Mo
5AML Legout Endpoints
https:/Aocalhost:44313/5AM... Redirect Mo
£ >
Add SAML...
Add W 5-Federation... Remove Edit...
OK Cancel Apphy

Notes are internal to ADFS and for documentation purposes only.
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ExampleldentityProvider Properties

Monitoring |dentifiers Certificates Encryption
Offered Claims Organization Endpoints Motes Advanced
Specify any notes about this claims provider trust.
Motes:
|
OK Cancel Apphy

Either SHA-1 or SHA-256 may be specified as the signature algorithm.

SHA-256 is recommened.

15
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ExampleldentityProvider Properties
Monitoring |dentifiers Certificates Encryption
Offered Claims Organization Endpoints Motes Advanced
Specify the secure hash algarthm to use for this claims provider trust.
Secure hash algorthm: | SHA-256 e
DK Cancel Apply

ADFS supports monitoring a URL for SAML metadata updates.

16
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ExampleldentityProvider Properties

COffered Claims Organization Endpoints

Claims provider's federation metadata URL:

Motes

Maonitoring Identifiers Certficates

[ ] Monitor claims provider

< NEever =

an:

< NEever =

DK

Cancel

Advanced
Encryption

Specify the trust monitoring settings for this claims provider trust.

Test URL

This claims provider's federation metadata was last checled on:

This claims provider trust was last updated from federation metadata

Apply

X

Claims provider identifiers correspond to SAML metadata entity IDs.

The claims provider identifier must match exactly with the identity provider’s configured name.

17
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ExampleldentityProvider Properties

COffered Claims Organization Endpoints

Diisplay name:

Motes

Monitoring Identifiers Certificates

Advanced
Encryption

Specify the display name and identifier for this claims provider trust .

ExampleldentityProvider

Claims provider identifier:

https://Exampleldentity Provider

DK

Example: https://fs fabrlkkam.com/adfsservices trust

Cancel

Apply

X

The signature certificate is specified if the signatures on SAML messages from the identity

provider are to be verified.

If specified, it’s the identity provider’s signature certificate.

It’s recommended that SAML messages or assertions from the identity provider are signed.

18
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ExampleldentityProvider Properties

COffered Claims Organization Endpoints Motes Advanced
Monitoring |dertifiers Certificates Encryption

Specify the token signing cerificates for this claims provider trust.

Subject lssuer Effective Date Expiratic
[E]CM=wwwidp... CM=wwwidp.com 11/22/201362... 1/1/2]!

Add... View... Remove

OK Cancel Apphy

X

The encryption certificate is not used and either may be ignored or removed.

If a SAML assertion is to be encrypted this is done using the service provider’s certificate.

19
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ExampleldentityProvider Properties X
COffered Claims Organization Endpoints Motes Advanced
Monitoring |dertifiers Certificates Encryption
Specify the encryption cerificate to use for this claims provider trust.
Encryption cerfficate:
lzsLuer:
Subject:
Effective date:
Expiration date:
Browse... View... Hemove
OK Cancel Apphy
ADFS SAML Metadata

Metadata may be downloaded from:

https://<server-name>/FederationMetadata/2007-06/FederationMetadata.xml

For example:

https://adfs.componentspace.com/FederationMetadata/2007-06/FederationMetadata.xml

20
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Identity Provider Configuration

The following partner service provider configuration is included in the example identity
provider’s SAML configuration.

"Name": "http://adfs.componentspace.com/adfs/services/trust",
"Description": "ADFS",
"SignAssertion": true,
"SignLogoutRequest": true,
"SignLogoutResponse": true,
"WantLogoutRequestSigned": true,
"WantLogoutResponseSigned": true,
"AssertionConsumerServiceUrl": "https://adfs.componentspace.com/adfs/ls/",
"SingleLogoutServiceUrl": "https://adfs.componentspace.com/adfs/ls/",
"PartnerCertificates": [
{
"FileName": "certificates/adfs.cer"
}
]
}

Some of this information was extracted from the ADFS SAML metadata.

The partner certificate file corresponds to the signing certificate included in the metadata.

ADFS requires SAML logout messages to signed.
Ensure the PartnerName specifies the correct partner service provider.
The RPID specifies a relying party by its identifier.

If not specified, ADFS prompts to select a relying party.

"PartnerName": "http://adfs.componentspace.com/adfs/services/trust",
"RelayState": "RPID=https://ExampleServiceProvider"

SP-Initiated SSO

Browse to:
https://<server-name>/adfs/ls/IdplnitiatedSignon
For example:

https://adfs.componentspace.com/adfs/ls/lIdplnitiatedSignon

21
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ComponentSpace

You e not sgred in

® Sign in to this ske.
O Sign im to one of the following sites:

BanpbsSavicetovider

Click the button to sign into this site.
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R -
|'® & 5 Loginatthe Identay Pr x +
|

- O @ A& locekon * = L

Log in at the Identity Provider

Use a local account to log in Usa another servica 1o jog in

Emall
Passwerd

Rememer me?

Login at the example identity provider.
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B 8 5 sgnn x v - o
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ComponentSpace

Yau ame signed in

& Sign in to one of the following sites.

[hm‘e’;«vumm

@ Sign cut Trom all the sites that you have accassed.

O Sign out from this site,

Select the relying party and click the Sign in button.

The user is automatically logged in at the service provider.
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&) 3 Home page - Examplet X & W = [u] x 1

L}
< O @ O locaos K Lo

Example Service Provider

This example demonstrates using the CompeonentSpace SAML v2.0 fibrary to enable SAML single sign-on as
the service provider.

-
I
I

|dP-Initiated SSO

Browse to the example identity provider and login.

25
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[B &) 3 Home page - Examplet X+ W = [u] X“

- O R A lcanon * = L@

Example Identity Provider

This example demonsirates using the ComponentSpace SAML v2.0 jibrary to enable SAML single sign-on as
the identity provider.

880 1o the Service Provider

Click the button to browse to the service provider.

26
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e = ESignh x + W = u x
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ComponentSpace

Yau ame signed in

& Sign in to one of the following sites.

[!iﬂk’;«vumm

@ Sign cut Trom all the sites that you have accassed.

0 Sign owt from this site,

Select the relying party and click the Sign in button.

This step is only required if the relying party wasn’t specified using the RPID relay state
parameter.

The user is automatically logged in at the service provider.

27
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R . _
P & 55 Homepage - Examplet X+ W = 0 x }
|

= O @ & lecikes e = L &

Example Service Provider

This example demonstrates using the CompeonentSpace SAML v2.0 fibrary to enable SAML single sign-on as
the service provider

SAML Logout

Both SP-initiated and IdP-initiated SLO are supported.
IdP-initiated SLO may be invoked from:
https://<server-name>/adfs/ls/IdplnitiatedSignon

For example:

https://adfs.componentspace.com/adfs/ls/IdplnitiatedSignon

Select to sign out from all sites.

28
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® = 5 Signin x 4 - - o x
&~ — O A () Certdicats wror ol componentspace coen b /1| dplnit e anon +r ﬁ £ @

ComponentSpace

You are signed in

 Sign in 1o ane of the following sites

{ BaarpleSeryoe Pravider

@ Sign cut from all the sites that you have sccessed

) Sign cut fram this site.

Depending on the authentication method and the browser used, although ADFS reports logout
as successful, the user may not be logged out from ADFS.

For example, with forms authentication and using Chrome, the user is logged out from ADFS.
When using Microsoft Edge, no error occurs but the user is still logged into ADFS.

This functionality is controlled by ADFS.

Troubleshooting ADFS SSO

If an error occurs, ADFS will display a generic error message in the browser or return a generic
Requester/Responder error to the service provider.

To troubleshoot configuration and other problems, refer to the ADFS event log.

29
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N econt Viower
file  Acton  Yew Help
= amEmn

B Event Viewsr (Local)
v g Custom Views
v [ Server Roles
W Active Directory Dormain Services
T Rermete Deshtop Servicos
T Ademimstrative Events
v s Windows Logs
] Agpiication

] Forwarded Events
» 5 Bpphcations and Senices Logs
N Subscriptions

V' Number of events: 182

Active Diwectory federation Services  Nortibe

Level Date and Time Source fventID ~
O T A
Qene /2077 956:45 AM AD$S 364
e WVE/2017 94545 AM ADES BN
Whemce WE/I017 55648 AM AD$S 20
A, Wanng V62017 35007 AM Device Regi.. 161
(i) information /62017 22053 AM ADFS n7
(@) Infoemation VO/E/2017 32059 AM ADFS 3
(1) Intormation V62017 G20:59 AM ADFS 336
e W/E2017 2:20:07 AM Device Regi.. 137
e WVE/2017 BIXOT AM Dwsice Regi... 137
(D) Information WA207T IR AM ADES 100
(D information T0/8/2017 21252 AM AD$s 108
@) Intormation WVA/2017 &1958 AM AD$S 10 o
< : e L
vent 364 AD F5 x

General Detaily

-~
Iit::umndmwmhdmpmm.
tional Deta

Log Mage: AD £5/Admin

Seurce ADFS Logged WVE201T 120027

‘E'!*.'ﬁ 364 Yotk Catencry; None - >

& OpenSavedlog..
¥ Creste Custom View.,
Import Custom YWew...
¥ Fiter Cusrent Custom View...
Properties
Find...
Save All Events i Custom View
Export Custom Yeew..

B

Copy Custom View..
Attach Task To This Custem Vie...
View »
G Refresh
7 ’
: Evert Peoperties
] Attach Task Te This Event..
4y Copy ’
bed Seve Selected Events..
[ Refren
7 ’

For more information on troubleshooting ADFS, refer to:

https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/troubleshooting/ad-fs-

tshoot-overview

To enable ADFS trace logging, refer to:

https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/troubleshooting/ad-fs-

tshoot-logging
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